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Abstract 
A scheme for all-optical encryption/decryption of QPSK signals based on ND-FWM in HNLF is proposed. Theoretical analyses 
and simulations are conducted. The results are useful for designing optical encryption/decryption for complex modulated signals. 
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1. Introduction 
With respect to the physical layer of optical networks, encryption/decryption based on optical signal processing is 
promising because it supports direct and ultrafast physical-layer cryptography. Several approaches have been 
proposed to enhance the security of the optical network in optical domain[1-3], most of which are based on XOR or 
other logic gates, it resulted in a not very high degree of confidentiality. 
In this paper, we propose a scheme for all-optical parallel encryption of QPSK signals based on non-degenerate 
four-wave mixing (ND-FWM) in Highly Non-linear Fiber (HNLF) for optical network security. Theoretical analysis 
and simulations are conducted to verify the proposal. The encryption is realized by employing-ND-FWM among 
three QPSK signals in HNLF. The parallel three signals can be encrypted in phase flexibly. Each of the three signals 
can be regarded as the pre-encryption signal and the other two signals are used as the keys during data transmission. 
The scheme inherently provides a more confidential and flexible encryption solutions in all-optical network.   
 2016 Published by Elsevier Lt . This is an open access article under the CC BY-NC-ND license 
(http://creativec mmons.org/licenses/by-nc- d/4.0/).
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2. Operation principle 
To encrypt the parallel QPSK signals, we apply the ND-FWM in HNLF because FWM is a phase and intensity 
preserving process and thus suitable for multiple all-optical format conversions. Besides, ND-FWM in HNLF ND - 
FWM has the characteristics of low latency and high speed. In fact, both D-FWM and ND-FWM may occur in 
HNLF, resulting in several new components, as schematically illustrated in Fig. 1[4].  
Fig. 1. Schematic illustration of the FWM transfer process in HNLF. 
The three input QPSK signals are at wavelengths λ1, λ2 and λ3 respectively. Each of the generated idlers possesses 
a frequency of flmn=fl+fm-fn and a phase of Φlmn=Φl+Φm-Φn, where l,m and n are unequal to each other and belong to 
{1,2,3} [4].The generated ND-FWM components with wavelengths of λA, λB and λC, , and phases of ΦA,ΦB andΦC 
are chosen as the encrypted signals. For example, if we assume QPSK1@λ1 as the pre-encryption signal, 
QPSK2@λ2 and QPSK3@λ3 become the dual-key signals. Therefore, the generated idler which is at the wavelength 
of λC is identified as the encrypted signal, with a frequency of f123, 213=f1+f2-f3 and a phase of ΦC=Φ123,213=Φ1+Φ2-
Φ3. During the encryption process, the change of constellation of QPSK1 is shown in Fig. 2.   
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Fig. 2. The change of constellation of QPSK1 
The true table for encrypted QPSK1 is calculated in Table.1. Based on this relationship, the logic expressions for 
the encryption process are given as Equations (1)~(4).At the same time, other two QPSK signals are also encrypted 
in HNLF1, which QPSK1@λ1 is acted as key signal. In decryption process, a second ND-FWM in HNLF2 is used 
among the generated idlers, namely the encrypted signal, and two keys which are QPSK2 and QPSK3 in this case. 
Through the encryption process, we can obtain the decrypted signal with the phase of 1=C+3-2=1+2-
3+3-2=1 and the wavelength of ¬1ˈnamely QPSK1signal. Therefore, encryption and decryption process 
all are completed. 
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Table.1.True table for the encrypted QPSK1 signal  
QPSK4  b4[c41, c42, 
(Φ1+Φ2)] 
QPSK2 b2 [c21, c22, (Φ2)] 
00(π/4) 01(3π/4) 11(5π/4) 10(7π/4) 
QPSK1 
b1 [c11, c12,     
(Φ1)] 
00(π/4) 01(π/2) 11(π) 10(3π/2) 00(2π) 
01(3π/4) 11(π) 10(3π/2) 00(2π) 01(π/2) 
11(5π/4) 10(3π/2) 00(2π) 01(π/2) 11(π) 
10(7π/4) 00(2π) 01(π/2) 11(π) 10(3π/2) 
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3. Simulations and results 
 The simulation platform used in this study is VPI Transmission Maker TM8.6 Optical Systems. Figure 3 shows 
the system setup of the optical encryption and decryption in the simulations. 
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Fig. 3. Simulation setup for optical parallel QPSK encryption/decryption 
The optical parallel QPSK signals (i.e. b1, b2 and b3) are generated by modulating a continuous wave (CW) at 
1553.59 nm, 1554.01 nm and 1552.99 nm in a dual-parallel lithium neonate (LiNbO3) modulator with two 10-Gbps 
de-correlated and non-return-to-zero (NRZ) pseudo-random binary sequences (PRBSs) with a length of 231-1. b1, 
b2 and b3 are amplified and then de-multiplexed by a dual-output optical Gaussian filter (Finisar Waveshaper 
4000s). b2and b3 are split into two portions. One portion is mixed with b1 and injected into HNLF1 after passing the 
polarization controller. The encryption signal is obtained from the first ND-FWM in HNLF1, and therefore, b1 is 
encrypted as b5. After the amplifier and band-pass filter, b2, b3 and b5 are transmitted through different fiber links 
and adjusted in phase before entering HNLF2, where the second ND-FWM occurs and b5 are decrypted and 
observed through an oscilloscope. The HNLF used in this scheme has a length of 1 km, a nonlinear coefficient of 10 
W-1/km, an attenuation coefficient of 0.2dB/km, and a dispersion slope of 0.03 ps/nm2/km.  
The simulated spectra of the outputs of HNLF1 and HNLF2 are shown in Fig. 4, in which encrypted signal b5 is 
shifted to a new generated frequency; the decrypted signal, after amplification, matches the original input signal b1 
to a large degree. The BER is plotted as a function of the optical signal-to-noise ratio (OSNR) in Fig. 5. The results 
indicate that, to achieve a BER lower than 10-3, the OSNR of encrypted signal should be larger than 14 dB, and the 
OSNR of the decrypted signal should be larger than 18.5 dB. 
 
 
Encrypted Signal 
b5[c51, c52, (Φ1+Φ2-
Φ3)] 
QPSK4  b4 [c41, c42, (Φ1+Φ2)] 
00(2π) 01(π/2) 11(π) 10(3π/2) 
QPSK3 
b3[c31,c32, 
(Φ3)] 
00(π/4) 10(7π/4) 00(π/4) 01(3π/4) 11(5π/4) 
01(3π/4) 11(5π/4) 10(7π/4) 00(π/4) 01(3π/4) 
11(5π/4) 01(3π/4) 11(5π/4) 10(7π/4) 00(π/4) 
10(7π/4) 00(π/4) 01(3π/4) 11(5π/4) 10(7π/4) 
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Fig. 4. Spectra of the outputs of HNLF, with blue curves for HNLF1                                Fig. 5. BER with respect to the OSNR of the encrypted 
and red curves for HNLF2.                                                                                                     and the decrypted QPSK signals. 
The constellations of b1, encrypted signal, and the decrypted signal are shown in Fig. 5. Both the evolutions of 
the spectra in Fig.4 and the constellations in Fig. 6 indicate that the proposed scheme for optical 
encryption/decryption of QPSK signal works. 
 
       
(a)                                         (b)                                          (c) 
Fig. 6 Constellations of the original, encrypted, and decrypted QPSK signals: (a) constellation of the original signal; (b) constellation of the 
encrypted signal; and (c) constellation of the decrypted signal.. 
4. Conclusion 
We have proposed a scheme for all- optical encryption/decryption of parallel QPSK signals based on ND-FWM in 
HNLF. Simulation results show that the scheme can offers a compact and ultra-fast approach to the confidential 
transmission of parallel QPSK signals in optical networks. 
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